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Internal Case File
$WICKED Theft, July 2026
Case opened: July 19, 2026 | Status: Active — trace ongoing

1. Case Snapshot
Field Value

Client [Client Name / Contact Info]

Engagement scope Tracing & documentation only — no recovery guaranteed

Asset stolen $WICKED (client-created SPL token)

Quantity / loss value 787,177,305.09 $WICKED / $48,936.48 at time of theft

Realized attacker proceeds ~$8,895.16 (SOL, post-liquidation)

Fee structure [Retainer / hourly rate — TBD]

Police / IC3 case number [Pending]

2. Full Address Reference Table
Address (full) Role Status Priority

2isVV5aPZBaPxDonv36tMP4n5QJjmjxVewZvUantkrwL Victim wallet Source of theft —

FSaiy994FLXiNUmdQNpYK5mnoaqehWb89xJBVtpVxm7E Attacker primary wallet Liquidated +
distributed funds Traced

HtdQ9Yp7RuUiiT4KoHeoSu95RC26xrfDycR51tqb7f7H Peel wallet Static, $4,502.10
unmoved Monitor

DmcNjvGJ4R1Y3ZCL67p6mUQQY2KHvKkBKqRAQAGH23RX Aged shared/infra
wallet (1y+, 594 txns)

Forwarded 1.4577
SOL to BffpoEjo

Traced —
deprioritized

GqsNwdgXyMJaGfdZFMkqa8gq5sVxP3JEtCSSqio4jS5f Peel wallet $838.58 static; 0.7
SOL forwarded Monitor

F9BjPU93Bgw8qJMMKqxLumZSCLWHUnTgavean4TNYVm7 Downstream of
GqsNwdgX

Static, $54.17, aged
wallet (235d) Low

BffpoEjofywq9G3jSgWN9b46mKqLVciaSj3NetoKhKe2 Relay wallet (228d old,
374 transfers)

Forwarded all inflows
to DTAVTDQ3... Traced

DTAVTDQ3XxGpyLPdkH1xiRiBm2yqvsufbnm2Qzndb8dY Terminal / high-volume
hub (346,619 transfers)

$46,232.05 live
balance; $41,849 in
freezable stablecoins

TOP
PRIORITY

CteJJ2kT...azfNkEAo Minor peel ($69.96) Full address not yet
obtained

Low — need
full addr

AehE6DJL...6xry18mL Minor peel ($59.90) Full address not yet
obtained

Low — need
full addr

AHx4K3tb...HrFpK1Lj Minor peel ($49.98) Full address not yet
obtained

Low — need
full addr

8UUr4oag...6DZ34Gdr Minor peel ($20.01) Full address not yet
obtained

Low — need
full addr

6n2ccgP3...RuMo6XSz Minor peel ($19.90) Full address not yet Low — need
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Address (full) Role Status Priority

obtained full addr

A9ejS19m...qgqCnmbA Dust ($0.18) De minimis Ignore

3. Open Threads / Not Yet Traced
• Full addresses still needed for the five minor peel wallets listed above (CteJJ2kT, AehE6DJL,

AHx4K3tb, 8UUr4oag, 6n2ccgP3) — low dollar value, low priority.
• BffpoEjo's other recurring counterparties (Bi2jine2...S7vafjQN, 77knvPDp...6ye8CJAm) show a

7+ day pattern of repeat inflows/outflows — worth a look in case they reveal additional
infrastructure.

• $WICKED mint authority / freeze authority status not yet confirmed — need to verify whether the
compromised wallet also held deployer control (mint/freeze authority, LP ownership). If so, this is
a live risk beyond the funds already stolen.

• DTAVTDQ3...Qzndb8dY “Extra Tags” field on Solscan not yet checked for community-sourced
labels.

4. Monitoring Checklist (re-check periodically)
• HtdQ9Yp7...1tqb7f7H — currently static, $4,502.10. Flag immediately if it moves.
• GqsNwdgX...qio4jS5f — currently static, $838.58 remaining. Flag immediately if it moves.
• DTAVTDQ3...Qzndb8dY — monitor balance and activity; this is the freeze-request target.

5. Action Items
1. File IC3 report (ic3.gov) with full trace details.
2. File local PD report; obtain case number.
3. Draft and submit freeze request to Circle (USDC) — attach case number once available.
4. Draft and submit freeze request to Tether (USDT).
5. Submit freeze request to Paxos (PYUSD) — low amount ($6.91), lower priority but include for

completeness.
6. Verify $WICKED mint/freeze authority status with client.
7. Confirm client has revoked all wallet approvals on the compromised wallet.
8. Pull full (untruncated) transaction signatures from Solscan for every hop before final law-

enforcement submission.
9. Re-check static wallets (Section 4) on a regular interval; log any movement immediately.

6. Methodology / Session Log
All data gathered via manual review of Solscan (solscan.io) account and transfer pages. Screenshot
timestamps spanning approximately 00:28–01:42 on July 19, 2026 were used to reconstruct the
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timeline. No third-party forensic tooling (Chainalysis, TRM, Elliptic) was used — this trace relies
entirely on publicly available block explorer data.

7. Billing Log
[Add time entries here as work progresses — date, activity, hours/flat fee]
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Evidence Appendix — Blockchain Explorer Screenshots
The following screenshots were captured from the Solscan public block explorer (solscan.io) on July 19,
2026, and document each step of the fund trace. All records shown are publicly verifiable on the
Solana blockchain.

Exhibit A

Victim wallet (2isVV5aP...UantkrwL) transfer history showing the two unauthorized outbound $WICKED transfers (689,246,193.19
and 97,931,111.90) to FSaiy994...VtpVxm7E, alongside drainer-pattern CREATE/CLOSE account activity. Captured ~00:28, Jul 19,
2026.

Exhibit B
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Attacker wallet (FSaiy994...VtpVxm7E) transfers, page 1: outbound SOL distribution (peel chain) to multiple wallets including
HtdQ9Yp7... ($4,502.10) and DmcNjvGJ... ($1,229.23). Captured ~00:58, Jul 19, 2026.
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Exhibit C

Attacker wallet (FSaiy994...VtpVxm7E) transfers, page 2: receipt of stolen $WICKED, liquidation via Pump.fun AMM into WSOL
(~$8,895 total realized), and account close events unwrapping to native SOL. Captured ~00:58, Jul 19, 2026.

Exhibit D
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Peel wallet HtdQ9Yp7RuUiiT4KoHeoSu95RC26xrfDycR51tqb7f7H account overview: single lifetime transfer (inbound 59.6342433
SOL / $4,502.10 from FSaiy994...), funded by attacker wallet, balance unmoved. Captured ~01:08, Jul 19, 2026.
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Exhibit E

DmcNjvGJ4R1Y3ZCL67p6mUQQY2KHvKkBKqRAQAGH23RX account overview: aged wallet (funded 1y 279d prior, 594 transfers)
receiving 16.29139072 SOL from FSaiy994... and forwarding 1.457683895 SOL to BffpoEjo.... Captured ~01:17, Jul 19, 2026.

Exhibit F
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Peel wallet GqsNwdgXyMJaGfdZFMkqa8gq5sVxP3JEtCSSqio4jS5f account overview: funded by FSaiy994..., received 11.81154611
SOL ($891.01), forwarded 0.7 SOL to F9BjPU93..., remainder ($838.58) static. Captured ~01:18, Jul 19, 2026.
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Exhibit G

F9BjPU93Bgw8qJMMKqxLumZSCLWHUnTgavean4TNYVm7 account overview: pre-existing wallet (funded 235d prior) holding the
0.7 SOL ($54.17) received from GqsNwdgX..., unmoved. Captured ~01:26, Jul 19, 2026.

Exhibit H
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Relay wallet BffpoEjofywq9G3jSgWN9b46mKqLVciaSj3NetoKhKe2 account overview: funded by DmcNjvGJ... 228d prior, 374
lifetime transfers, balance swept to ~$0.07. Captured ~01:27, Jul 19, 2026.
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Exhibit I

BffpoEjo... transfer history showing matched in/out pairs: 6.618 SOL in from FSaiy994... and out to DTAVTDQ3...; 1.4577 SOL in
from DmcNjvGJ... and out to DTAVTDQ3...; plus a 7+ day recurring pattern of SOL and USDT relays to the same destination.
Captured ~01:32, Jul 19, 2026.

Exhibit J
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Terminal wallet DTAVTDQ3XxGpyLPdkH1xiRiBm2yqvsufbnm2Qzndb8dY overview: 346,619 lifetime transfers, funded by Bybit Hot
Wallet 1y 153d prior, $46,232.05 total balance, continuous multi-source inbound stablecoin transfers at minute intervals. Captured
~01:37, Jul 19, 2026.
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Exhibit K

Terminal wallet portfolio view: net worth $41,856.34 in tokens, 100% stablecoins (USDC 53.52%, USDT 46.45%, PYUSD/other
0.01%) plus 58.08 SOL. Captured ~01:42, Jul 19, 2026.

Exhibit L
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Terminal wallet token account detail: USDC 22,405.38 ($22,405.38), USDT 19,444.04 ($19,444.04), PYUSD 6.91 ($6.91) — issuer-
freezable assets comprising the bulk of held value. Captured ~01:42, Jul 19, 2026.
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